Consensus algorithms in blockchain must be cared for achieving the
robust system
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Abstract

Tushar W. et al. wrote a review paper on negawatt trading using blockchain technology. In their paper, four consensus
algorithms in blockchain are introduced. They should address known security issues of the existing consensus algorithms in
blockchain for robust system. In order to use the blockchain technology, detection and protection mechanisms must be embedded

in blockchain applications for protecting vulnerabilities of known consensus algorithms.

RATIONALES

Tushar W. et al. wrote a review paper on negawatt trading using blockchain technology'. In their paper,
they introduced consensus management used in the blockchain technology. In the consensus management'2,
four consensus algorithms are introduced: proof of work, proof of stake, voting based, authority based, in
addition to practical byzantine fault tolerance!*3. Although the security problems lie in the existing consensus
algorithms within the blockchain, such significant security issues must be addressed in their review paper.

As far as we know, the decentralized consensus algorithms are all vulnerable against known attacks including
a 51% attack, long range attack, DDoS attack, P+Epsilon attack, Sybil attack, balance attack, and BGP
hijacking respectively®®. In other words, blockchain developers and users must understand the vulnerabil-
ities of the existing consensus algorithms in blockchain. Vulnerability issues in the blockchain consensus
algorithms were detailed®.

Tushar W. et al. should address known security issues of consensus algorithms in blockchain. In order
to use the blockchain technology, detection and protection mechanisms must be embedded in blockchain
applications for protecting vulnerabilities of known consensus algorithms.
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